DMP PIV Priority Smart Card Service Plugin v1.0.1 for Xerox 53XX, C60/70, & V80/180

New Content in this Plugin release:

1) FR-17679 Support for Giesecke & Devrient Sm@rtCafe Expert v7.0 144K DI smart card with CAC 2.7.6
Applet (STOPGAP) Giesecke & Devrient SmartCare Expert v7.0 smart card with CAC 2.7.6 Applet and ATR 3B
F9 18 00 00 00 53 43 45 37 20 03 00 20 46 is now supported when configured for PIV authentication.

2) FR-17679 Support for PIV Authentication with Dual Identity Smartcards
These plugins enable users with dual identity smartcards containing both CAC identity and PIV certificates to
authenticate when the User is setup in AD with their 16 digit PIV ID.

Installation Instructions: (Software Version: 53XX family 53.33.75 or higher; other DMP products load the Latest available SPaR)
53.33.75 Software Link: http://www.support.xerox.com/support/workcentre-5300-series/file-download/enus.html?contentld=139787

1. Extract all files from the zip file to a convenient location on your computer.

2. Open Internet Explorer and enter the Printers IP address into the address field (Enter)
3. Enterlogin credential: Username: admin Default Password: 1111

4. Select Properties / Security / Plugin Settings. The following screen will appear:

5. Select Enabled checkbox and Apply. (If already enabled continue to step 6)
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http://www.support.xerox.com/support/workcentre-5300-series/file-download/enus.html?contentId=139787

6. Reboot the device: Select the Status tab, scroll down and select Reboot machine
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7. Select Properties / Security / Plugin Settings / List of Embedded Plug-in Settings. The following screen will

appear:
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8. Upload the PIV Priority Plugin by:
a. Ifaprevious plug-in is installed Select Upload then Choose File; else select Choose File
b. Navigate to the location the new plug-ins were extracted and saved in Step 1
c. Select the PIV Priority or CAC Priority Plugin file and Select Upload
=  PIVPrioritySmartcardServicePlugin-v1.0.1_sig.jar
d. Do not reboot at this time.

9. Upload the CCID_Terminal_Plugin-0.9.9 by:
a. Select Upload then Choose File
. Navigate to the plugin location
c. Select the CCID_Terminal _Plug-in file and Select Upload
e CCID_Terminal_Plugin-0.9.9
d. Do not reboot at this time.
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10. Deactivate any already activated card reader plugin such as Xerox USB Card Reader Plugin.
a. If displayed, select the Radio button next to the Xerox USB Card Reader (CR.X.X.XX) plug-in

b. Select Stop and OK when prompted to deactivate the plug-in.

List of Embedded Plug-ins

XCP Version: 1.1.1
| Upload | Update | Delete | | Details | Start | Stop
Plug-in Name Status
- Xerox USB Card Reader (CR.53.0.04) Eeboot to Deactivate
PIV Priority Smartcard Service Plugin Eeboot to Activate
CCID Terminal Plugin Eeboot to Activate

11. Reboot the device to activate the new plugins & deactivate the previous plug-in.

a. Select the Status
b. Scroll down and Select Reboot Machine
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